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AHHOTanus. Akmyanvrnocms u yeau. Paborta HanpasiieHa Ha pa3pabOTKy U MCCIIeIOBaHUE MOJIENIel U METOI0B
JUTS. COBEPIICHCTBOBAHUSI aBTOMATH3HMPOBAHHBIX CPEICTB OPraHMU3AIMOHHOIO YIIPABJICHUS 0C€30IMaCHOCTHIO COLMATIb-
HO-DKOHOMHYECKNX OOBEKTOB M KPUTHYECKUX MHPPaACTPYKTYp. Mamepuanel u memoowi. J1ist 3anad koHpurypupoa-
HUS W TOBBIINICHUS Ka4ecTBa CHCTEM YIIPABIICHUS PUCKaMH HapyIIeHHs O€30IacHOCTH PETHOHANBHBIX COIHAIBHO-
SKOHOMHYECKUX CHCTEM pa3paboTaH MeToJ]| OUCHKH 3((EKTUBHOCTH MHOTOYPOBHEBEIX DPACHPEICICHHBIX CHCTEM
oOecrieueHHs PErHOHATFHON 0€30MacHOCTH. MeTo/l OCHOBAaH Ha KAaTErOpUPOBAHUH OOBEKTOB PETHOHAIBHBIX COIIH-
aNbHO-9KOHOMHUYECKUX CHCTEM, YTO IMO3BOJISIET PEaM30BaTh aJCKBATHBIC MPOLEAYPhl 00ECIEUCHHS PErHOHAIBLHON
0€301aCHOCTH B 3aBUCHMOCTH OT ONEPATHBHOI'O KOHTEKCTA M CHEHU(BUKALUN KPUTHIECKUX CUTYAIMH, BOSHUKAFOIMX
Ha 3THX 00BbeKTaxX. Pezyibmamol u 6b1600bl. OTIUUUTEIBHBIME OCOOSHHOCTSIMH METO/IA SIBJISIFOTCS YUET YelI0OBEYECKO-
ro (hakropa mpu oueHKe dPPEKTUBHOCTH CUCTEM 00ECIICUCHHsI PErHOHAIBHON 0€30I1aCHOCTH U BO3MOXKHOCTh PabOThI
C JICKOMITIO3UPOBAaHHBIMU MOCTAHOBKAMH 3a/1a4 CTPYKTYPHOT'O CHHTE3a 3THX CHCTEM, MMEIOLIMMHU HEeOOJbLIYIO pa3-
MEpPHOCTb. JTO 00ECIe4YnBaeT pellieHre 3a7ad CHHTe3a CTPYKTYPhl M COCTaBa CHCTEM OOECIHEYEHUs] PEerMOHAIBLHOMN
0e30MacHOCTH IIYTEM MPSMOTO Mepedopa X MapaMeTpoB Ha KaXJIOM YPOBHE (HYHKIIMOHAIBHON OpraHU3allid CUCTEe-
MBI, YTO IO3BOJISIET MIOCTPOUTH MPOCTHIE U OBICTPBIE AITOPUTMBI pacyeTa TEXHHUKO-DKOHOMUYECKHUX IoKa3zaresnei 3¢-
(hekTUBHOCTH Ha 0a3e KOMITBIOTEPHOTO MOJICITUPOBAHUSL.

KnwueBble cj10Ba: cucreMa o0ecreueHus 6C3OHaCHOCTI/I, peruoHajibHas 6€3OHaCHOCTL, OILICHKa 3(1)(1)CKTI/IBHO-
CTH, YIIpaBJICHUE, YI'PO3a, aHAJIN3 PUCKOB, COIUAJIbHO-OKOHOMHYCCKAA CUCTEMA

®unancupoBaHue: Pabora BBRIIONHEHAa B paMKax rocyaapctBeHHoro 3amanus UMMM KHI[ PAH (HUP
Ne 0226-2019-0035).

Jns nurupoBanusi: Masloboev A. V., Tsygichko V. N. A method for efficiency assessment of multi-level distributed sys-
tem for regional security support / HanexxHocth 1 kadecTBo cloxHbIX cucteM. 2021. Ne 1. C. 129-143. doi:10.21685/2307-4205-
2021-1-13

Introduction

At present, one of the main priorities of public policy in the field of national security is risk-
sustainable development support of the country's economy and regional security maintenance. First of all,
this implies activities intensification of the state public authorities at all levels of governance in direction to
safeguarding of the critical facilities and infrastructures of regional socio-economic systems under the im-
pact of multiple threats of various natures, which are the basic catalyst for emergencies and crisis situations
occurrence.

This urgent and important problem for our country can be solved only at the expense of high-quality
maintenance of regional security, since the regional socio-economic systems are the most vulnerable with a
view to various threats appearance, which can lead to the destabilization of higher-level systems — national
and global. This is explained by such specific features of regional systems as weak-formalization, multi-
aspect nature and interconnectivity of processes occurring in these systems, structural complexity and spa-
tial distribution, a large number of heterogeneous objects. The specificity is also appended by the individual
characteristics of the each region such as low stability of ecological system, underdeveloped infrastructure,
population density, remoteness from the federal center, high resource intensity, territory congestion by fa-
cilities of the military-industrial complex, the manner of industrial and economic development of territories,
at alias. All these features of regional socio-economic systems result to complex problems in the security
management of the critically important objects of regional economy and in the system organization of re-
gional security support as a whole.

One of the prospective areas in these problem-solving is the development of a methodology, model-
ing tools and software to support managerial decision-making in the field of regional security ensuring and
control. This is necessary, on the one hand, to improve the management quality of regional socio-economic
system sustainable development, and, on the other hand, to meet up-to-date system requirements for securi-
ty support of socio-economic objects and critical infrastructures in the face of global challenges and new
threats. Thus, for example, one of the possible ways to these problem-solving is declared in the National
Security Strategy of the Russian Federation', which expects system engineering of distributed situational
centers [1] in the regions of the country as an effective means of threat monitoring and regional security
support at all levels of government. The mission of this multi-level distributed automated system is on-line
security monitoring of the both individual socio-economic elements and regional subsystems. At the same

' O Crparernn HaumonansHoii GesomacHoctn Poccmiickoit ®exmeparmu : ykas Ilpesumenta PO No 683
ot 31.12.2015. URL: http://kremlin.ru/acts/bank/40391
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time, security management is implemented on the basis of fulfillment control and compliance monitoring of
the safety requirements to critical facilities, bottlenecks analysis in the security support system and risk as-
sessment of the security violation of regional socio-economic system components. This approach based on
risk management and categorization of socio-economic objects in the region according to the degree of their
potential danger is widely and successfully applied in practice, both in our country and abroad.

The general risk theory defines risk as an activity associated with overcoming uncertainty in a situa-
tion of inevitable choice, when we have the opportunity to quantitatively and qualitatively assessment of
achieving probability of the estimated result, failure and goal deviation [2]. Risk management is a set of
processes associated with identification, risk analysis and decision-making, which include maximizing the
positive and minimizing the negative consequences of the risk events occurrence [3]. The risk of security
violation of the regional socio-economic system is understood as the probability of potential threat realiza-
tion regard to critically important objects of its structure under the existing management system of regional
security.

The risk of regional security violation is a unified criteria of efficiency assessment for the all levels
of security management hierarchy of regional socio-economic systems and meets the systems principles of
regional security system engineering (principles of purpose, information unity and criteria coordination). In
accordance with the equal protection principle [4], the risk of security violation of the regional subsystems
at all levels of regional socio-economic system organization is understood as a probability of security viola-
tion of at least one of the elements of these subsystems.

Risk management of regional security violation is carried out by choosing and implementing meth-
ods, means and anti-crisis measures (security profiles), predicting and preventing the negative impact of
probable threats on elements of regional socio-economic system, based on efficiency assessment and analy-
sis of the existing Management System of Regional Security support (RSMS).

The formation procedure of RSMS requirements is based on the equal protection (equal strength bal-
ance protection) principle of critically important objects of the regional socio-economic systems against all
manners of possible threats implementing to the object security violation. In this case, the risk assessment
of an object security violation is carried out by its most vulnerable element. The object vulnerability as-
sessment is a key point in its security system engineering, because without a correct RSMS efficiency as-
sessment it is impossible to generate rational security profiles for critically important objects of regional so-
cio-economic systems and justify the essential list of requirements and means selection to ensure their
security and the system as a whole.

The national security system of the country couldn’t be viewed as a unified functionally coupled sys-
tem. It consists of a set of relatively independent self-contained operational subsystems of regional security
support. These subsystems are individual for each separate region and solve their own specific problems.
For efficiency assessment of such locally organized systems, in our study we propose a methodology based
on practical experience and theoretical developments in the field of risk management of the security viola-
tion of critical infrastructures [5—7], decision support systems [8—10] and information technologies to man-
agement support of regional, national and international security [11-14].

1. Related work

In current conditions of geopolitical confrontation and escalation aggravation of the international
arena, it is quite necessary to constantly enhance the efficiency of the existing support system of regional
security and improve its functional potential, focusing on the advanced foreign experience and develop-
ments, as well as commensurating with the state economics capabilities.

Most developed foreign countries expand research institutions, studying and engineering support sys-
tems of regional and national security with an emphasis solely on identification and counteraction of the po-
tential terroristic threats, e.g. [15, 16], including threats in the information sphere (cyber security). Especial-
ly these studies have intensified in recent years on a wide front of directions. It should be noted that all
research works in these areas are restricted and, therefore, are not available for detailed analysis. Open-
access literary sources often contain only general materials published. Almost all basic research work on
the methodology and techniques for development and operation of security support systems used for critical
facilities and infrastructures, having regional and national importance, are classified. At the same time, it is
known for certain that the foreign systems for regional security support are functioning and based on the
principles of network-centric control theory [17], as well as on the basis of risk assessment and analysis
tools of the security violation of these facilities.
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Our analysis shows that well-known foreign studies of regional security problems are highly odd and
basically focus on general analytical models of trends and development scenarios of the individual territori-
al entities. These researches, e.g. [18—20], consider mainly humanitarian aspects and factors of regional and
national security in the socio-economic and military-political spheres. Most of the applied research and de-
velopments are focused on forecasting of extreme situations in nature and the technosphere, as well as on
studying conflicts and crisis phenomena in public and international relations. In theory and in practice all of
that works for the most part for the purpose of sustainable development than in the behalf of population
protection and national security support. An independent niche is occupied by research work on anti-
terroristic security of critically important facilities and infrastructures. At the same time, comprehensive
analysis of the security support methodological, organizational and technical issues of regional socio-
economic systems are in the area of responsibility of the foreign-policy and defense departments, as well as
authorities and security services. Thereby, foreign research projects and programs in this strategic domain
belong to the class of closed scientific developments.

The problem situation is that the security of all elements of socio-economic systems at the regional or
federal level couldn’t be fully ensured. This would require funds commensurate with the cost of all infra-
structure life-support facilities that form these systems. In principle, such assets and funds couldn’t be af-
forded by any country, even the most economically developed country in the world. In reality, only priority
or selective security support of certain critically important facilities of the region and regional critical infra-
structures is possible. That allows risk and loss minimizing from the impact on these facilities by multiple
threats and dangers of various nature typical and specific to the region. The choice of security support facil-
ities is a complex independent problem. Its successful solution largely determines the system efficiency of
regional security support.

2. Structure of RSMS

RSMS is a multi-level distributed organizational management structure that implements the set of se-
curity measures to critically important elements protection of regional socio-economic systems in accord-
ance with the category, index, safety requirements and security profile of these elements determined on the
basis of a categorical approach [5, 7]. This complex (set) constitutes of regulatory, organizational, econom-
ic, program-technical and other anti-crisis security measures that cumulatively form a protection profile of
regional elements and subsystems. Each type of object has its own specificity, which is determined by its
composition, structure and functioning features. Each type of object is affected by a certain set of threats
and dangers of various nature implemented in diverse manners. Countermeasures (protection profile) have
also a complex character.

In general, the RSMS functional structure of any element of the regional socio-economic system can
be represented in a hierarchical form and consists of units at different levels.

The first level of RSMS (elementary unit) is a counteracting means to the specific manner of a cer-
tain threat implementation to each type of object of the regional socio-economic system (one implementa-
tion manner of one threat — one counteraction means — one object of given type).

The secondary level units of RSMS provide actions organization and coordination of the all counter-
action means to a certain manner of threat implementation (one implementation manner of one threat — a set
of countermeasures — one object of given type).

The tertiary level units of RSMS provide actions implementation and coordination of the all counter-
action means to various manner of threat implementation (all implementation means of one threat — a set of
countermeasures — one object of given type).

The fourth-order level units of RSMS provide actions implementation and coordination of the tertiary
level units to security support of the object of regional socio-economic system under all expected threats
(all implementing manners of all the threats — a set of countermeasures — one object of given type).

The fifth-order level units of RSMS provide operation coordination of the fourth-order level units to
security support of all objects of the regional socio-economic system controlled by RSMS (all implement-
ing manners of all the threats — a set of countermeasures — all objects of all the types).

The functioning process of any RSMS can be formally represented in terms of this five-level hierar-
chical management structure. If necessary, it is possible to define additional levels in RSMS structure.
However, it should be borne in mind that this management functional structure usually doesn’t correspond
to the organizational structure of actually existing RSMS, since the several of functional tasks listed above
can be solved at one organizational level.
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3. Problem statement

The problem of RSMS efficiency assessment boils down to three tasks. The results of these tasks
solving provide a quantitative justification of decisions under procedures of security system requirements
formation and rational protection profiles selection of elements of the regional socio-economic systems.

The first task is to estimate the RSMS operation efficiency within the given set of means to security
support of the regional socio-economic system.

In essence, this is a task of vulnerability assessment of regional socio-economic system within the
given threat model and selected protection profile. As a result of this problem solving, the security violation
risk values of the elements of regional socio-economic system by all threat model components and the
threat model as a whole are estimated and the bottlenecks in the RSMS are detected. The obtained quantita-
tive risk assessment of security violation by this problem solving should serve as an objective reason for
decision-making on reinforcement of protection measures of the regional elements and subsystems.

The second task is to determine the composition and structure of RSMS, which provides the mini-
mum of its cost under the given security level of the regional socio-economic system.

The second problem solving is aimed at the formation of an optimal cost protection profile of region-
al elements and subsystems under the fixed risk level of security violation, and the development of the ra-
tional set of system requirements to their security support.

The third task is to determine the composition and structure of RSMS, which provides the maximum
security of the elements of regional socio-economic system under a given value of the protection cost.

The third problem solving is aimed at the formation of an optimally efficient protection profile of the
regional system components under the fixed cost of their RSMS, and the development of an appropriate set
of system requirements to their security support.

Solving of the assigned tasks requires the following source information for all components of region-
al socio-economic systems:

— list of possible (probable) threats;

— manners of implementing threats;

— counteraction means to each manner of threat implementation;

— countermeasures efficiency indexes and their functional characteristics;

— countermeasures efficiency estimates as a cost function for the conventional unit security of an el-
ement of the regional socio-economic system;

— structure of RSMS;

— dependence of the operation efficiency of regional socio-economic system on the protection rate
(for each countermeasure of the threat);

— regulatory restrictions on the elements operation efficiency of the regional socio-economic sys-
tem;

— list of countermeasures at the disposal of RSMS;

— degree of confidence to RSMS personnel.

The availability of information listed above allows studying and comparative analysis of the RSMS,
and identify prospective ways of its enhancement and development.

4. Efficiency assessment of RSMS
4.1. Efficiency assessment of RSMS elementary unit

Let’s consider the estimation procedure of the RSMS efficiency for an elementary object of the re-
gional socio-economic system.

The central concept and initial parameter that allows the regulatory base formation for quantitative
assessments of the functioning efficiency of RSMS is "the specific efficiency of the counteraction means to
a specific manner of the threat implementing", i.e. the efficiency of the elementary unit in the RSMS struc-
ture considered above.

The countermeasure H, specific efficiency is understood as a level of execution efficiency of the i
means normative functions Y to counteract the j manner of the k threat implementing. The specific effi-
ciency H, can be interpreted as the probability that a given manner of the threat implementing will be
prevented.
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The dimension of the normative function Y, is determined by the functioning features of the each i
protection means. It can be the size of the protected area by one means per unit time, the number of socio-
economic objects diagnosed by one means per unit time, the collected information content of the object se-
curity state by one means per unit time, etc. For example, the specific efficiency of a security support means
of the transportation or storage of oil products can be defined as the probability of oil spill prevention by
one protection means per unit time.

The specific efficiency of the counteraction means allows to put the protection rate index U, of an

object of the regional socio-economic system against the j manner of the & threat implementing subject to
the number (1) of the i (homogeneous) counteraction means (Fig. 1). The protection rate index U, is an
efficiency characteristic of the counteraction means, that shows the probability how the i counteraction
means will protect an object of the regional socio-economic system against the j manner of the k threat im-
plementing.

Let D, be the value of the controlled (protected) parameter of any object per unit time ¢, e.g. the av-
erage volume of energy resources or oil products.

Y is the normative function of the i protection means, i.e. the value of the object parameter that can
be controlled (protected) by the i counteraction means per unit time .

Full protection of an object is achieved when the number of countermeasures is 7 =7" and provides a
sufficient security level at the current value of the protected object parameter Y, , where:

n=1o (1)

v
In addition, there may occur a lack of protection means D, :

n<£, (2)

i

and duplication of protection means, when:

Y
n>-=. 3)
For each of three cases n<n’, n=n", n>n’ the function Uy, = f(H,,n) is calculated subject to the
functioning specificity of the protected object.
The type of this function representative for most objects of regional socio-economic systems is
shown in Fig. 1.

n<n n=n n>n'

Fig. 1. The dependence of the object protection rate of the regional socio-economic system
on the amount of the homogeneous security facilities
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The function U, is determined by the functioning method of the countermeasure.

Curve 1 represents the dependence U, on the amount of anti-crisis countermeasures, the increase in

the number of which amplifies the protection rate, e.g. a duplication of control means for the state parame-
ters monitoring of oil storage facilities and pipelines or an increase in the number of control devices at the
receipt ports of oil-bulk ore carriers and at the transshipment terminals of oil products.

Curve 1 shows that an increase in the number of anti-crisis security facilities turns out to be rational
only up to a certain limit, over which the security efficiency of the object doesn’t increase.

Curves 2, 3 and 4 represent the dependences U, of the object security on the number n of RSMS

personnel.

Curve 2 corresponds to the case when an increase in the number of RSMS employees, performing
control and protection functions, leads to an increase of the object security level of the regional socio-
economic system. For example, an increase in the number of physical security posts reduces the probability
of an intruder entering the object under the stipulation that the security staff performs its functions in good
faith.

Curve 3 corresponds to the case when RSMS employees are not fully prepared to perform their func-
tions because of low-skills, negligent performance of duties and other negative factors that determine the
operating efficiency of the personnel.

Curve 4 reflects the fact that an increase in the number of RSMS personnel increases the violation
probability of RSMS structure by intruders or persons, who can be persuaded to unlawful actions, e.g. to
transfer critical information by tampering in terms of object security.

The given dependences represent the most general case of security level estimation of the objects of
regional socio-economic system.

For such a extreme case, when security resources are not used (passive monitoring), the time factor
doesn’t matter at all. For example, the on-line monitoring of public order in a certain area, and the parame-
ter ¢ is missed in the expressions D, and D,, and the function U is calculated without taking into account
the resource operation time. The analysis shows that all the typical countermeasures, used in existing
RSMS, are described in terms of the dependencies shown in Figure 1 as special cases.

Each counteraction means can more or less negatively affect on the functioning quality of the securi-
ty objects. The assessment of this negative impact of security facilities is usually carried out through chang-
es in any critical parameter of the object functioning. Timing loops of functioning are often used as such a
parameter.

In Fig. 2 a hypothetical dependence of the functioning cycle duration 7 of an object on the amount of
the certain security facilities and control means, i.e. on the object protection rate U, in the used terminol-

ogy, is shown.

Td|—— S NP L

To

[

Uo Ud

Fig. 2. The duration of the object functioning cycle of the regional socio-economic system on its protection rate

Key legend to Fig. 2: T, is the normal duration of functioning cycle (without use of the counter-
measures); 7, is allowable extension value of the functioning cycle; U, is the allowable protection rate of
the object by the considered counteraction means.
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As follows from Figure 2, the allowable protection rate U, of an object is a bounded region by the
and U,

jjkmax >

values U,

ik min

which in turn determines the amount of countermeasures of the given type n_

and n,_, used to protection of the considered object of the regional socio-economic system.

X

It follows from the tracing that on the assumption of n=n" the extension value of the object func-

tioning cycle will be minimal. However, in this case the security level U, may be lower than required.

ijk
One of the description parameters of the i countermeasure can be its cost estimate C;, that includes

its production and operation cost. The cost increase estimates of the specific efficiency of countermeasures
as a result of its enhancement or replacement by a new one, i.e. the rate per unit of the specific efficiency
increase of countermeasures, can also be discussed. The input parameters and dependencies allow the effi-
ciency estimation of the existing countermeasures of various types in a unified metrics and developing a
theory of RSMS efficiency on the basis of this measure.

4.2. Efficiency assessment of RSMS secondary unit

The reference data availability of all the i counteraction means to the given j manner of the & threat
implementing allows formulating the problems of optimal composition estimation (variant of joint use) of
counteraction means.

Counteraction means forming the composition function independently in a sequential mode. Moreo-
ver, each means performs its specific function. For example, to prevent the intrusion of a strange person in-
to a closed area, there are employed such countermeasures as an external fence, violation sensors of object
boundary, a vision-based inspection system, a physical motion control system over the persons and vehicles
across the protected area, etc.

The initial problem at the secondary unit of RSMS is efficiency estimation of the existing composi-
tion of all countermeasures used against a certain manner of threat implementing.

The efficiency criterion of the countermeasures composition N, is the protection rate of the object

U, against the j manner of the k threat implementing, which is evaluated by the expression:

U, :l—lj(l—Ul.(ni)). (4)

1

On the basis of expression (4), the general optimization problem statements of the secondary unit
structure of RSMS are formulated.

First problem statement: to estimate the operation efficiency of the RSMS under a given set of means
for security support of the element of regional socio-economic system.

Let’s estimate the countermeasures composition N, that provides the maximum security level of

the element max U, against the j manner of the & threat implementing. In this statement the capabilities
limit of a particular set of countermeasures is estimated. It is calculated through the maximum capabilities
estimates U, of each i countermeasure under accepted constraints.

The composition N, corresponding to max U, is evaluated using the dependence U, on n, (Fig. 1)

forall ie I (Fig.2).
The maximum security of an element of regional socio-economic system can be considered as a
composition efficiency criterion and is calculated by the following formula:

I
maXUjkzl_H(l_Uidmax)‘ (5)
i=1

The problem solution in the first statement allows reasonably setting the required security level U

and estimating the maximum protection cost max C, .
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Second problem statement: to determine the composition and structure of RSMS, providing a mini-
mum of its cost at the given security level of the element of regional socio-economic system.

Let’s define a countermeasures composition N, which provides the given security level U, of an
object at the minimum of its cost. In this statement, the cost C;; of composition N is used as a criterion
of its efficiency:

!
CjkzmmZC,.*n,., 6)
i=1
by the total cost of countermeasures.
The cost C;; of composition N is estimated by minimization of the following expression in terms

of the total cost of countermeasures:
I
min [J(1-U(C,#n))=1-U ;. (7)
i=1

The function U,(C, *n,) can be obtained by multiplication of the function U(n,;) values by the cost
of one 7 countermeasure (Figure 1) under the stipulation that C, = const, i.e. the cost C; doesn’t depend on
the value #,.

Third problem statement: to determine the composition and structure of RSMS that provides maxi-

mum security of the element of regional socio-economic system at the given cost value of the element pro-
tection.

Let’s define a countermeasures composition N, which provides the maximum security level
max U, of an object at the given costs C;,. In this case, the efficiency criterion of the countermeasures

composition is the security level U, of an object, the maximum value of which is estimated by the follow-
ing expression optimization:
1

max U, =1-min[[(1-U,(C, #n))) )

i=1

under constraints:
I
> C<Cyy. )
i=1

Under these conditions, the problems of priority countermeasures selection can be stated, the use of
which will give the maximum increment of the object security under limited funds for RSMS retrofit.

All the criteria of the RSMS secondary unit can be used to problems statement of efficiency assess-
ment of the tertiary unit, which provides the activities coordination of the secondary unit compositions for
the purpose of the object security support against all the manners of threat implementing, i.e. against the
threat in tote.

4.3. Efficiency assessment of RSMS tertiary unit

The principal distinction of the tertiary unit functioning is that at this level the counteraction means
compositions function simultaneously performing its own task. Another significant feature is that various
compositions may contain common countermeasures. E.g. the external protection of the critically important
objects of the region or the special operation mode of these objects is a common counteraction means to all
possible manners of committing destructive and terrorist acts at objects.

The most significant characteristic of each j countermeasures composition is the dependence of the

implementation probability P, of the j manner of the & threat on the protection rate U, . The general view

of the function P(U) is shown in Fig. 3.
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P k= 1f(Usk)

Umin Umax

Fig. 3. The dependence of the threat implementation on the object protection rate

Dependency P(U) captures the obvious fact that as more efficient counteraction measures to the

threats are, than the less probability of the threat implementation is. E. g., if the territory perimeter of an ob-
ject is effectively protected from intrusion, then a potential violator will look for another opportunity to ter-
rorist act committing, that isn’t related to intrusion through the protected border of this object. In other
words, the terrorist will always search for a "bottleneck"” in the object protection, through which it is possi-
ble to realize his intentions with maximal probability, with less means and with minimal risk. This implyies
the importance of equal protection principle adherence within the RSMS engineering of the objects of re-
gional socio-economic system.

For example, curves 1, 2 and 3 in Figure 3 illustrates the differences in protected objects according to their
estimated "value" for a source of threat, e. g. a public safety violator. The similar curves can be designed taking
into account the cost parameters of the threat implementing manners or the other characteristics.

This dependence imposition has a fundamental methodological character, since it reflects the beliefs
of persons responsible for the security of regional socio-economic system objects about the threat risk level,
the protected object value, the countermeasures efficiency and the risk value when setting one or other ob-
ject protection rate or countermeasures cost. In fact, the dependencies P(U) can serve as a guideline and

expert justification for the choice of composition and structure of the RSMS. On the basis of this depend-
ence, it is possible to define the problems of efficiency assessment and synthesis of the RSMS higher-level
units, starting from the tertiary.

Dependencies P(U) calculation is a complex theoretical and practical problem, because the objec-

tive information for its design, as a rule, doesn’t exist. These dependencies can be designed for each in-
dexed object of the regional system using a specially organized expert procedure based on the various sce-
narios analysis of critical situation emergence at an object or a group of objects.

As a universal efficiency criterion of all RSMS units, starting from the secondary level, let’s intro-

duce the concept of protection reliability — O,,,0,,,0,, where /€ L is the object number, L is the amount

of protected objects. For short definition of formulas let’s setting the index / only under consideration of
the problem statements for the fourth-order and the fifth-order units of RSMS.

The protection reliability O, of the object of regional socio-economic system by the N, composi-

tion against the j manner of the & threat implementing is determined by the expression:
0, =1-| P +(1-U,) | (10)

As will be shown below, the expression (10) is the basis for the efficiency index estimation of coun-
termeasures at the all following levels of RSMS.
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The operation objective of the tertiary unit of RSMS is to support equal protection (strength balanced
protection) of an object against all the manners of threat implementing. Within the terms introduced above

this means that the object protection reliability O, against the k threat is determined by the N, composi-
tion efficiency, which provides the minimum protection reliability among the all j compositions of coun-
termeasures N, = {N jk} against the k threat. In other words, the object protection reliability is equal to the

efficiency of the weakest composition of all included in {N ].k} :

O = Ojn from {0, ] forall jeJ, (11)

where {ij} is a set of efficiency values of the countermeasures compositions N, against the & threat.
Another significant efficiency characteristic of the RSMS tertiary unit is the difference dQ, between

the minimum and maximum protection reliability against the variety of compositions N, = {N j,(} :

dO; = G = Qimin from {0, } forall jke JK . (12)

The parameter dQ, is a quality index characterizing the degree of rational use of resources by the
tertiary unit of RSMS and the adequacy of its structure to the problem stated.

The problems of protection reliability assessment of the objects of regional socio-economic system
against the k threat using the introduced concepts can be defined as follows.

First problem statement: to estimate O, . and dQ, under the given structure of the tertiary unit of
RSMS N, ={N,}.

Second problem statement: to determine the structure of the tertiary unit of RSMS N, ={N,} that
J
meets the given level of reliability O, ... and provides its minimal cost C, = minZCjk or mindQ, , since
J=
both problems are identical in the light of hypotheses accepted above.
Third problem statement: to determine the structure of the tertiary unit of RSMS N, :{N jk} that

provides maxQ, . at the given cost C, =C, . The mind(Q, is automatically provided when solving this
problem.

4.4. Efficiency assessment of RSMS fourth-order unit

The functioning objective of the RSMS fourth-order unit is to support the equal reliability protection
of the element against all the threats. This implyies that the efficiency criterion of the countermeasures for

this unit Q, is equal to the minimum protection reliability Q,,,,, from the set {Q,,} :

0,=0,, from {0, ] = ymin from {Qﬂd} for all jkle JKL, (13)
and the quality index:
dO, =0Oyax — Qiin from {Qk,} for all jkle JKL . (14)

The problems of functioning efficiency assessment and synthesis of the fourth-order unit are formu-
lated in the same way as for the tertiary unit, but subject to the ranking of threats.
First case: if the object threats are equivalent, i.e. O, =(,,, then the formal problem statements are

determined by formulas (13) and (14).
Second case: if the threats are ranked according to the risk level by weighting coefficients 4,,, then

the criterion Q, is determined by the expression:

0 =[Qk, *Ak,]min from {Qk, *Ak,} for all kle KL . (15)
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do, :[QM *Akz]max_[Qk/ *Akl]min forall kle KL . (16)

Threat weights are estimated by comparing the maximum values of functions P, =P, U,,)

(see Fig. 3) at the point U for all jklie JKL .

d max

f;‘klmax
Ay =——— forall kle KL . (17)

Kl

The vulnerability assessment of the system object S as the reciprocal value of its security is evaluated
by the expression:

SZI_lemin . (18)

In conclusion, let’s discuss the methodology for efficiency assessment of the RSMS fifth-order unit.

4.5. Efficiency assessment of RSMS for regional socio-economic system

The operation objective of the RSMS as a whole is to support the equal protection reliability O of all
the objects L of regional socio-economic system subject to their importance B, .
The efficiency criterion of the RSMS operation Q is determined by the expression:

Q:[QI*BI]min from {Q,*B,} forall /e L. (19)
The quality of RSMS is determined by the expression:
dQ=[0,* B |max—|Q, * B, |min from {Q,*B,} forall /e L. (20)

The problems of efficiency estimation and synthesis of the RSMS are formulated in the same way as
at the two previous levels.

Formal ranking of RSMS protection objects according to their comparative importance is possible, if
there is an objective opportunity to quantitative assessment of the threat implementation consequences of
the each object and the system as a whole. Such an opportunity is provided by the method of categorizing
critically important objects of socio-economic systems according to their potential risk level. This method is
proposed in research work [8].

4.6. Human factor accounting under efficiency assessment of RSMS

The proposed method for efficiency assessment of RSMS and its components is based on an assump-
tion that all safety requirements to the elements of regional socio-economic system, estimated in accordance
with element’s categories and index, are strictly fulfilled, and all countermeasures compounding their pro-
tection profile are functioning in accordance with accepted organizational, regulatory and technical re-
quirements. However, in real practice these requirements can’t be almost never fully met, essentially due to
the human factor effect.

The support system of regional security should have an identification program that provides estima-
tion of characteristics, reflecting the confidence degree of the RSMS, through the constantly maintained da-
tabases, the set of standard identification rules and violation indicators of order and norms established for
security management entities.

The regulatory and legal basis for estimates of confidence degree of the performance quality of con-
trol actor’s functions in the RSMS should be the standard "tables for confidence degree assessment" [6], re-
flecting the dependence of the confidence degree value on the amount of various violations in the service
activities of RSMS personnel and the inspection results. The degree of confidence is estimated by compar-
ing the violation metrics and surveillance inspection data stored in the database with standard tables of con-
fidence degree estimates.

The risk magnitude P; of the RSMS failure to fulfill its functions under the i violation is evaluated us-
ing formula:
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R=(1-D,)b, @1

where D, is the confidence degree of the i violation, b; is the weighting coefficient that determines the im-
pact degree of i violation on the overall assessment of confidence of the RSMS.

The total risk estimation of the security violation of an element of the regional socio-economic sys-
tem as a result of dysfunction of the responsible for it RSMS actors is carried out according to the following
formula:

Accordingly, the confidence degree of the RSMS is evaluated as:
Dysys =1-F,

sum *°

(23)

The development of standard tables of the confidence degree also supposes the estimation of a criti-
cal value called as an "acceptable degree of confidence" [6]. If the confidence degree of the RSMS of any
inspected object turns out to be less than the permissible degree of confidence, then this structure can’t be
confided and the urgent organizational, personnel, financial and other measures must be undertaken to cor-
rect the emergency situation appeared in the management group of RSMS.

If the value of confidence degree of the RSMS by an element does not reach a critical value, then ad-
justment of the estimated index of object’s protection rate O, on the value of confidence degree is possible:

O pol — O Drguss - (24)

The value of protection rate index, estimated by taking into account the human factor, gives occasion
to the procedure implementation of rational protection profile selection of the elements of regional socio-
economic systems, security requirements formation of RSMS objects, planning of defect elimination and
security system enhancement in accordance with the categorical approach to regional security support stat-
ed in studies [7, 11, 21].

Conclusion

The proposed methodology is essentially a general theory of the security management system effi-
ciency of socio-economic objects, since the developed systemic representation of RSMS allows interpreting
the protection mechanisms of all the types of elements of the regional socio-economic system and the sys-
tem as a whole. There remains only the problem of ensuring the information completeness for calculating of
estimates of the RSMS efficiency.

The peculiarity of the stated above theory of RSMS efficiency is that the hierarchical system of for-
mal problem statements proposed in it have a small dimensions. This means that it is possible to solve
RSMS synthesis problems by direct enumeration of its parameters at each level of the RSMS functional
structure. That allows development of the simple and effective computational algorithms and its application
in distributed computing environment.

An important aspect of the proposed theory is the method of taking into account the human factor
when assessing the RSMS efficiency. The method allows transferring this complex and ambiguous process
into the framework of a standard regulated procedure. The assessment results of RSMS efficiency obtained
using the represented method are the main index that makes it possible to implement procedures of regional
security support based on facilities categorization of regional socio-economic systems.

The research results are used within the strategy realization of the Arctic region of Russian Federation
development and national security ensuring until 2020 in the Murmansk region in terms of enhancement and
configuration of RSMS, built on the basis of a network of distributed regional situational centers [22].
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